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CAUTION TO FRAUD IN FACEBOOK.
Facebook is a social networking site that makes it easy for you to connect and share with family, classmates, community, and friends online. Like other social media, Facebook attracts scammers looking to misuse the system for their scammer gain. Many Facebook users have contacted fraud where scammers have been using facebook's messager defrauding customers like old friends and later conning them. This set-up scam has been consistent as customers claim that it happens when they start receiving messages on Facebook messager from people pretending to be old lost friends. 
When the customer responds, the scammer takes it as an advantage to build trust with the conversation. Once this conversation is substantial, the scammer urges the customer to send a text in his number, pretending he had lost the number and they have something of a friend they need to share inbox outside Facebook. When customers text the number, they are urged by the scammer to pay an up-front fee or supply personal information to collect the non-existence money. Most of the customers are victims, and if they happen to send the money, they are urged to send more and more until they catch on, and this money is sent through gift cards or via wire transfer such that the customer can't reverse or stop the transfer.
Scammers are then trying to evade anti-fraud technology since this scam is a new twist. Thus, for security purposes to the customers, they are urged by the National Consumers League to report this fraud and make sure they don't reply to such scammers. For instance, to avoid such traps, customers are advised to ask such people a few questions before getting to their inbox, like who was our biology teacher in our grade 8 or who was our class representative. This will reduce this scammer process as if the fraud is not aware of the asked questions, and he automatically quits the conversation. Also, customers should avoid using the same password to log in to different accounts, which gives the scammers a chance to hack the system and use it to fraud people using your details. Finally, any friend who requests you to send money gift cards should be avoided since most are scammers.
